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C.S.I. – Penn: Introduction

ISC Office of Information Security 
“The Office of Information Security establishes, implements and maintains 
security programs to assist management in the protection of computing 
resources and associated information assets against accidental or 
unauthorized modification, destruction, or disclosure.”

Employees
� Penn Information Security Officer

Dave Millar

� Information Security Analysts
Joshua Beeman
John Lupton
Dave Taylor



C.S.I – Penn: Disclaimers

You must be authorized to scan 
another computer over the 
network

You must be authorized to 
conduct forensics on a computer

Familiarize yourself with Penn 
policies (Privacy Policy, Network 
Policy, etc.)



C.S.I – Penn: Overview

Definitions

Tools
� Vulnerability Scanners
� Network Monitoring
� File System & Process Monitoring

Defensive Measures

Q & A



C.S.I. – Penn: Definitions

Port - A communication channel for computers that, among other things, 
allows multiple types of traffic to be transmitted to a single IP address.  Port 
numbers range from 0 to 65535. 

Host – Generic term for any device that connects to a network. 

Banner – Data set broadcast on ports when establishing an initial 
connection

Vulnerability – A weakness in the secure state of a system. This 
could be due to weak passwords, bad programming or lax security 

Exploit – Successful manipulation of a vulnerability to either gain 
unauthorized access or perform a Denial of Service



C.S.I. – Penn: Tools

Vulnerability Scanners

A vulnerability scanner is a program that searches software, hosts, 
networks, etc. for weaknesses.

� Internet Security Systems (Windows)
http://www.iss.net/

� Nessus (Linux & Windows, OS X?)

http://www.nessus.org/







C.S.I. – Penn: Tools

Network Tools
Tools used to observe and capture specific network activity and identify 
anomalous behavior, such as unsolicited port scans.

� Packet Sniffers (TCPDump, WINDump, Ethereal, Port 
Explorer)

� Port Scanners  (nmap, scanline, mothra)
� Port Listeners (netcat)
� IDS & Anomaly Detection (SNORT, Arbor)
� Honeypots (LaBrea Tarpit)
� File share enumerators (nbtstat, nmblookup)



Exampl e 1:

l i nux: ~ #
l i nux: ~ # t cpdump - nn t cp[ 13] ==0x02 and et her  dst 0: 0: f : f f : f f : f f

t cpdump:  ver bose out put  suppr essed,  use - v  or  - vv f or  f ul l  pr ot ocol  decode
l i s t eni ng on et h0,  l i nk- t ype EN10MB ( Et her net ) ,  capt ur e si ze 96 byt es

09: 04: 42. 729409 I P 130. 49. 60. 184. 2124  130. 91. 75. 115. 139:  S 1855170381: 1855170381( 0)  wi n 
16384 <mss 1460, nop, nop, sackOK

09: 04: 43. 590156 I P 213. 161. 181. 139. 2373  130. 91. 75. 143. 445:  S 2160949119: 2160949119( 0)  wi n 
65535 <mss 1460, nop, nop, sackOK

09: 04: 43. 590293 I P 213. 161. 181. 139. 2378  130. 91. 75. 143. 139:  S 2161290952: 2161290952( 0)  wi n 
65535 <mss 1460, nop, nop, sackOK

09: 04: 51. 055849 I P 216. 212. 18. 73. 4784  130. 91. 75. 110. 139:  S 1178479920: 1178479920( 0)  wi n 
8192 <mss 1460

Exampl e 2:

l i nux: ~ #

l i nux: ~ # t cpdump - nn et her  sr c 00: 04: 80: 5A: 74: 00 and sr c net  130. 91. 0. 0/ 16 or  sr c net  165. 123. 0. 0/ 16 or  sr c
net  158. 130. 0. 0/ 15 or  sr c net  128. 91. 0. 0/ 16 and et her  dst 0: 0: f : f f : f f : f f  and t cp[ 13] ==0x02



Exampl e of  a banner  f r om a r ogue f t p ser ver

net cat - vvv 165. 123. abc. xyz 5862

220- Your  pr obe at t empt  has been l ogged.
220-
220- M [ I nsaneFXP;  Dar kReaver ]
220- dM
220- MMr
220- MMMML .
220- MMMMM. xf
220- . " MMMMM . MM-
220- Mh. +MMMMMM . MMMM
220- . MMM MMMMML. MMMMMh
220- ) MMMh MMMMMM MMMMMMM
220- 3MMMMx. ' MMMMMMf xnMMMMMM"
220- ' * MMMMM MMMMMM. nMMMMMMP"
220- * MMMMMx " MMMMM\ . MMMMMMM=
220- * MMMMMh " MMMMM" JMMMMMMP
220- MMMMMM 3MMMM. dMMMMMM .
220- MMMMMM " MMMM . MMMMM( . nnMP"
220- =. . * MMMMx MMM" dMMMM" . nnMMMMM*
220- " MMn. . . ' MMMMr ' MM MMM" . nMMMMMMM* "
220- " 4MMMMnn. . * MMM MM MMP" . dMMMMMMM" "
220- ^MMMMMMMMx. * ML " M . M* . MMMMMM* * "
220- * PMMMMMMhn.  * x  M . MMMM* * " "
220- " " * * MMMMhx/ . h/  . =* "
220- . 3P" %. . . .
220- nP" " * MMnx
220-

220- [  - Ser ver  i nf or mat i on - - - - - - - - - - - - - - - - - - - - - - - - - - - ]
220-
220- Ser ver  upt i me:  0d,  0h,  16m,  7s
220- Ser ver  t i me/ dat e:  14: 45: 46 /  Fr i day 21 Januar y,  
2005
220- Ser ver  upl oaded:  0kb i n 0 f i l es
220- Ser ver  downl oaded:  0kb i n 0 f i l es
220-
220- Cur r ent  speed:  0. 000 kb/ sec
220- Aver age speed:  0. 000 kb/ sec
220-
220- [  - User  i nf or mat i on - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - ]
220-
220- Logged i n user s now:  1
220- Logged i n user s over al l :  1
220- Logged i n l ast  24h:  1
220-
220- [  - Rul es - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - ]
220-
220- 01.  No r ehacki ng
220- 02.  No scanni ng of  t hi s r ange
220- 03.  No hammer i ng ( 100sec mi ni mal )
220- 04.  Have f un!
220-
220- [  - EOF;  Have f un - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - ]
220



C.S.I. – Penn: Tools

File System & Process Monitoring
Look for unexpected changes in your file system or unusual processes and 
connections.

Windows:
� The magic of “dir” and “attrib”
� Know Thy Registry
� Process mapping - fport, Port Explorer, 

netstat
� Netstat
� Auditing & Logging
� LANguard System Integrity Monitor 



DI R / OD sor t s sear ch wi t h newest  f i l es t o bot t om

C: \ WI NDOWS\ syst em32>di r  / od

01/ 31/ 2005 10: 39 AM <DI R> . .
01/ 31/ 2005 12: 07 PM 17, 112 nvapps. xml
02/ 01/ 2005 09: 18 AM 30, 393 nvModes. dat
02/ 04/ 2005 07: 06 PM <DI R> conf i g
02/ 07/ 2005 10: 41 AM 30, 393 nvModes. 001
02/ 08/ 2005 05: 00 PM <DI R> Cat Root 2
02/ 08/ 2005 11: 00 PM <DI R> RogueFTP
02/ 08/ 2005 11: 01 PM 30, 393 myf t pl ogz. t x t

Recur si ve sear ch usi ng ATTRI B and FI ND f or  hi dden f i l es

C: \ WI NDOWS\ syst em32>at t r i b / s | f i nd "  H“

A H C: \ WI NDOWS\ syst em32\ conf i g\ syst empr of i l e\ nt user . dat . LOG
A H C: \ WI NDOWS\ syst em32\ conf i g\ def aul t . LOG
A H C: \ WI NDOWS\ syst em32\ conf i g\ SAM. LOG
A H C: \ WI NDOWS\ syst em32\ conf i g\ SECURI TY. LOG
A H C: \ WI NDOWS\ syst em32\ conf i g\ sof t war e. LOG
A H C: \ WI NDOWS\ syst em32\ conf i g\ syst em. LOG
A H C: \ WI NDOWS\ syst em32\ conf i g\ TempKey. LOG
A H C: \ WI NDOWS\ syst em32\ conf i g\ user di f f . LOG
A HR C: \ WI NDOWS\ syst em32\ cdpl ayer . exe. mani f est
A HR C: \ WI NDOWS\ syst em32\ l ogonui . exe. mani f est
A HR C: \ WI NDOWS\ syst em32\ ncpa. cpl . mani f est
A HR C: \ WI NDOWS\ syst em32\ nwc. cpl . mani f est
A HR C: \ WI NDOWS\ syst em32\ sapi . cpl . mani f est
A HR C: \ WI NDOWS\ syst em32\ Wi ndowsLogon. mani f est
A HR C: \ WI NDOWS\ syst em32\ wuaucpl . cpl . mani f est
A H C: \ WI NDOWS\ syst em32\ conf i g\ et c\ dr i ver s\ mi r c . exe
A H C: \ WI NDOWS\ syst em32\ conf i g\ et c\ dr i ver s\ i pcscan. exe



C: \ Document s and Set t i ngs\ myt ool s>f por t  / i

FPor t v2. 0 - TCP/ I P Pr ocess t o Por t  Mapper
Copyr i ght  2000 by Foundst one,  I nc.
ht t p: / / www. f oundst one. com

Pi d Pr ocess            Por t   Pr ot o Pat h
4     Syst em         - >  139   TCP
4     Syst em         - >  445   TCP
224   mst sc - >  1118  TCP   C: \ WI NDOWS\ syst em32\ mst sc. exe
240   WCESCOMM       - >  5679  TCP   C: \ Pr ogr am Fi l es\ Mi cr osof t  Act i veSync\ WCESCOMM. EXE
1260                 - >  135   TCP
1704  ccApp - >  1031  TCP   C: \ Pr ogr am Fi l es\ Common Fi l es\ Symant ec Shar ed\ ccApp. exe
1928  SshCl i ent - >  1186  TCP   C: \ Pr ogr am Fi l es\ SSH Communi cat i ons Secur i t y\ SSH Secur eShel l \ SshCl i ent . exe
3448                 - >  1029  TCP

0     Syst em         - >  1120  UDP
0     Syst em         - >  1183  UDP
0     Syst em         - >  123   UDP
0     Syst em         - >  137   UDP
0     Syst em         - >  138   UDP
0     Syst em         - >  1900  UDP
0     Syst em         - >  4500  UDP
4     Syst em         - >  1119  UDP
4     Syst em         - >  500   UDP
224   mst sc - >  1178  UDP   C: \ WI NDOWS\ syst em32\ mst sc. exe
240   WCESCOMM       - >  1025  UDP   C: \ Pr ogr am Fi l es\ Mi cr osof t  Act i veSync\ WCESCOMM. EXE
1260                 - >  445   UDP
1704  ccApp - >  1035  UDP   C: \ Pr ogr am Fi l es\ Common Fi l es\ Symant ec Shar ed\ ccApp. exe
1928  SshCl i ent - >  1179  UDP   C: \ Pr ogr am Fi l es\ SSH Communi cat i ons Secur i t y\ SSH Secur eShel l \ SshCl i ent . exe
3448                 - >  1026  UDP



C.S.I. – Penn: Tools

File System & Process Monitoring (cont’d)

*nix
� Firewall logs
� Startup files
� The magic of scripting
� cat, find, grep
� Tripwire



Screenshot of tcpdump logs

Li nux l ogs

l i nux: ~ # zcat / var / l og/ messages- 20050128. gz |  gr ep - i  “ sshd"

Feb 7 10: 34: 51 l i nux sshd[ 14984] :  Accept ed keyboar d- i nt er act i ve/ pam f or  r oot  f r om : : f f f f : 130. 91. 75. 101 por t  1108 ssh2
Feb 7 10: 34: 59 l i nux sshd[ 15006] :  Accept ed keyboar d- i nt er act i ve/ pam f or  r oot  f r om : : f f f f : 130. 91. 75. 101 por t  1109 ssh2

Feb 9 08: 07: 43 l i nux sshd[ 23070] :  I l l egal  user  t est  f r om : : f f f f : 62. 193. 235. 12
Feb 9 08: 07: 44 l i nux sshd[ 23072] :  I l l egal  user  guest  f r om : : f f f f : 62. 193. 235. 12
Feb 9 08: 07: 45 l i nux sshd[ 23074] :  I l l egal  user  admi n f r om : : f f f f : 62. 193. 235. 12
Feb 9 08: 07: 46 l i nux sshd[ 23076] :  I l l egal  user  admi n f r om : : f f f f : 62. 193. 235. 12
Feb 9 08: 07: 47 l i nux sshd[ 23078] :  I l l egal  user  user f r om : : f f f f : 62. 193. 235. 12
Feb 9 08: 07: 50 l i nux sshd[ 23086] :  I l l egal  user  t est  f r om : : f f f f : 62. 193. 235. 12

l i nux: ~ # zcat / var / l og/ messages- 20050128. gz |  gr ep - i  “ 62. 193. 235. 12"

Feb 9 08: 05: 10 l i nux ker nel :  SFW2- I Next - ACC- TCP I N=et h0 OUT= MAC=00: 01: 03: 2a: 82: 4a: 00: 04: 80: 5a: 74: 00: 08: 00 
SRC=62. 193. 235. 12 DST=130. 91. 75. 120 LEN=48 TOS=0x00 PREC=0x00 TTL=114 I D=64618 PROTO=TCP SPT=5653 DPT=22 WI NDOW=65535 
RES=0x00 SYN URGP=0 OPT ( 020405B401010402)

Feb 9 08: 07: 42 l i nux ker nel :  SFW2- I Next - ACC- TCP I N=et h0 OUT= MAC=00: 01: 03: 2a: 82: 4a: 00: 04: 80: 5a: 74: 00: 08: 00 
SRC=62. 193. 235. 12 DST=130. 91. 75. 120 LEN=60 TOS=0x00 PREC=0x00 TTL=50 I D=29612 DF PROTO=TCP SPT=45704 DPT=22 WI NDOW=5840 
RES=0x00 SYN URGP=0 OPT ( 020405B40402080A0D31EF4E0000000001030300)

l i nux: ~ #



C.S.I. – Penn: Defense Measures

Defensive Measures – Defense in Depth

� Firewalls & IPSEC 
� Up to Date Anti-Virus
� Secure Passwords
� Patch Your OS
� SpyWare identification & removal
� Outside resources: SANS, BugTraq, Educause, 

UNISOG



C.S.I. – Penn: Case Study

An example might go something like this…

� Security observes an unauthorized host scanning one 
of our computers



l i nux: ~ # t cpdump - nn - t t t t i p and t cp[ 13] ==0x02 or  i cmp and sr c net  " ( 130. 91 or  128. 91 or  158. 130 or  165. 123) “ and not  " ( 128. 91. 2. 13 or  
128. 91. 254. 4 or  128. 91. 254. 1 or  128. 91. 2. 38 or  165. 123. 39. 23) "  and dst host  130. 91. 75. 132

2005- 02- 02 16: 55: 37. 009311 I P 165. 123. xxx. abc. 4881 > 130. 91. 75. 132. 445:  S 1770718272: 1770718272( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 16: 55: 39. 935934 I P 165. 123. xxx. abc. 4881 > 130. 91. 75. 132. 445:  S 1770718272: 1770718272( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 17: 49: 56. 252401 I P 165. 123. xxx. def . 1652 > 130. 91. 75. 132. 445:  S 4066849440: 4066849440( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 17: 49: 59. 216216 I P 165. 123. xxx. def . 1652 > 130. 91. 75. 132. 445:  S 4066849440: 4066849440( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 18: 30: 11. 596807 I P 165. 123. xx. ghi . 3260 > 130. 91. 75. 132. 22:  S 1666121925: 1666121925( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 18: 41: 20. 518388 I P 165. 123. xx. ghi . 3265 > 130. 91. 75. 132. 22:  S 615842708: 615842708( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 19: 50: 19. 535601 I P 165. 123. xxx. def . 4417 > 130. 91. 75. 132. 445:  S 1835223545: 1835223545( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 19: 50: 22. 449485 I P 165. 123. xxx. def . 4417 > 130. 91. 75. 132. 445:  S 1835223545: 1835223545( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 21: 40: 20. 394925 I P 165. 123. xx. j k l . 4582 > 130. 91. 75. 132. 139:  S 1196910328: 1196910328( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 21: 40: 23. 312291 I P 165. 123. xx. j k l . 4582 > 130. 91. 75. 132. 139:  S 1196910328: 1196910328( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 21: 40: 29. 331620 I P 165. 123. xx. j k l . 4582 > 130. 91. 75. 132. 139:  S 1196910328: 1196910328( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 22: 16: 25. 650675 I P 130. 91. xxx. mno. 4347 > 130. 91. 75. 132. 135:  S 2652873986: 2652873986( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 22: 16: 28. 622499 I P 130. 91. xxx. mno. 4347 > 130. 91. 75. 132. 135:  S 2652873986: 2652873986( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 22: 53: 51. 779207 I P 130. 91. xxx. mno. 2262 > 130. 91. 75. 132. 135:  S 1341617456: 1341617456( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 02 22: 53: 54. 778322 I P 130. 91. xxx. mno. 2262 > 130. 91. 75. 132. 135:  S 1341617456: 1341617456( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 02: 07: 28. 654304 I P 130. 91. xxx. mno. 2504 > 130. 91. 75. 132. 135:  S 2241749612: 2241749612( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 02: 07: 31. 627562 I P 130. 91. xxx. mno. 2504 > 130. 91. 75. 132. 135:  S 2241749612: 2241749612( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 05: 23: 44. 100356 I P 165. 123. xxx. pq. 3564 > 130. 91. 75. 132. 445:  S 1767834956: 1767834956( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 05: 23: 47. 022285 I P 165. 123. xxx. pq. 3564 > 130. 91. 75. 132. 445:  S 1767834956: 1767834956( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 05: 56: 54. 186382 I P 165. 123. xxx. pq. 3914 > 130. 91. 75. 132. 445:  S 2754848329: 2754848329( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 05: 56: 57. 194410 I P 165. 123. xxx. pq. 3914 > 130. 91. 75. 132. 445:  S 2754848329: 2754848329( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 07: 29: 47. 333115 I P 165. 123. xxx. def . 3795 > 130. 91. 75. 132. 445:  S 3872457437: 3872457437( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 07: 29: 50. 264971 I P 165. 123. xxx. def . 3795 > 130. 91. 75. 132. 445:  S 3872457437: 3872457437( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 14: 04: 32. 140134 I P 165. 123. xx. ghi . 3914 > 130. 91. 75. 132. 22:  S 3375248767: 3375248767( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 14: 23: 21. 895611 I P 165. 123. xxx. def . 3379 > 130. 91. 75. 132. 445:  S 2702168283: 2702168283( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 14: 23: 24. 901943 I P 165. 123. xxx. def . 3379 > 130. 91. 75. 132. 445:  S 2702168283: 2702168283( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 14: 40: 47. 357016 I P 165. 123. xxx. def . 4143 > 130. 91. 75. 132. 445:  S 146578075: 146578075( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 14: 40: 50. 351556 I P 165. 123. xxx. def . 4143 > 130. 91. 75. 132. 445:  S 146578075: 146578075( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 15: 40: 21. 843773 I P 165. 123. xx. r st . 3212 > 130. 91. 75. 132. 445:  S 3965705079: 3965705079( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 15: 40: 24. 819021 I P 165. 123. xx. r st . 3212 > 130. 91. 75. 132. 445:  S 3965705079: 3965705079( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 16: 41: 23. 167049 I P 165. 123. xxx. def . 2346 > 130. 91. 75. 132. 445:  S 3788725858: 3788725858( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 16: 41: 26. 083156 I P 165. 123. xxx. def . 2346 > 130. 91. 75. 132. 445:  S 3788725858: 3788725858( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 16: 52: 25. 484661 I P 165. 123. xxx. def . 1485 > 130. 91. 75. 132. 445:  S 599635012: 599635012( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 16: 52: 28. 478951 I P 165. 123. xxx. def . 1485 > 130. 91. 75. 132. 445:  S 599635012: 599635012( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 17: 25: 01. 269233 I P 165. 123. xxx. abc. 1987 > 130. 91. 75. 132. 445:  S 3017870509: 3017870509( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 17: 25: 04. 216127 I P 165. 123. xxx. abc. 1987 > 130. 91. 75. 132. 445:  S 3017870509: 3017870509( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 17: 35: 43. 222917 I P 165. 123. xxx. pq. 1972 > 130. 91. 75. 132. 445:  S 2093461280: 2093461280( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 17: 35: 46. 179489 I P 165. 123. xxx. pq. 1972 > 130. 91. 75. 132. 445:  S 2093461280: 2093461280( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 19: 06: 30. 927867 I P 165. 123. xxx. uvw. 1837 > 130. 91. 75. 132. 445:  S 2801907979: 2801907979( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 19: 06: 33. 904991 I P 165. 123. xxx. uvw. 1837 > 130. 91. 75. 132. 445:  S 2801907979: 2801907979( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 21: 01: 34. 058452 I P 128. 91. xxx. xyz > 130. 91. 75. 132:  i cmp 17:  echo r equest  seq 62527
2005- 02- 03 21: 01: 34. 069698 I P 128. 91. xxx. xyz. 2253 > 130. 91. 75. 132. 57:  S 1441133804: 1441133804( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 21: 01: 37. 010240 I P 128. 91. xxx. xyz. 2253 > 130. 91. 75. 132. 57:  S 1441133804: 1441133804( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 21: 01: 43. 031158 I P 128. 91. xxx. xyz. 2253 > 130. 91. 75. 132. 57:  S 1441133804: 1441133804( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 21: 01: 55. 148695 I P 128. 91. xxx. xyz. 2505 > 130. 91. 75. 132. 1433:  S 1491767884: 1491767884( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 21: 01: 58. 082978 I P 128. 91. xxx. xyz. 2505 > 130. 91. 75. 132. 1433:  S 1491767884: 1491767884( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>
2005- 02- 03 21: 02: 04. 102708 I P 128. 91. xxx. xyz. 2505 > 130. 91. 75. 132. 1433:  S 1491767884: 1491767884( 0)  wi n 16384 <mss 1460, nop, nop, sackOK>



C.S.I. – Penn: Case Study

An example might go something like this…

� Security observes an unauthorized host scanning one 
of our computers

� Look for prior reports (e.g. – Arbor, prior scan, etc.)



C.S.I. – Penn: Case Study

An example might go something like this…

� Security observes an unauthorized host scanning one 
of our computers

� Look for prior reports (e.g. – Arbor, Remedy, prior 
scan, etc.) 

� Conduct a port scan



C: \ Document s and Set t i ngs\ Admi ni st r at or >nmap - sS - p 1- 65535 165. 123. xxx. abc

St ar t i ng nmap 3. 50 (  ht t p: / / www. i nsecur e. or g/ nmap/  )  at  2005- 02- 03 11: 15 EST
I nt er est i ng por t s on abc. xxx. upenn. edu ( 165. 123. xxx. abc) :
( The 65512 por t s  scanned but  not  shown bel ow ar e i n st at e:  c l osed)
PORT      STATE SERVI CE
13/ t cp    open  dayt i me
37/ t cp    open  t i me
113/ t cp   open  aut h
135/ t cp   open  msr pc
139/ t cp   open  net bi os- ssn
445/ t cp   open  mi cr osof t - ds
987/ t cp   open  unknown
1025/ t cp  open  NFS- or - I I S
1558/ t cp  open  unknown
3424/ t cp  open  unknown
5000/ t cp  open  UPnP
7198/ t cp  open  unknown
7481/ t cp  open  unknown
9481/ t cp  open  unknown
9854/ t cp  open  unknown
11555/ t cp open  unknown
11601/ t cp open  unknown
15187/ t cp open  unknown
15422/ t cp open  unknown
15748/ t cp open  unknown
19050/ t cp open  unknown
19554/ t cp open  unknown
21239/ t cp open  unknown

Nmap r un compl et ed - - 1 I P addr ess ( 1 host  up)  scanned i n 41. 922 seconds



C.S.I. – Penn: Case Study

An example might go something like this…

� Security observes an unauthorized host scanning one 
of our computers

� Look for prior reports (e.g. – Arbor, prior scan, etc.) 
� Conduct a port scan
� Conduct a banner grab



l i nux: ~ # . / m3 - p 1- 65535 165. 123. xxx. abc

<` > m o t  h r  a ( v3. 1200bet a10)  [ by:  angr ypacket secur i t y]  ( - h f or  hel p)

+- - - 165. 123. xxx. abc - - - - - - - - - - +
por t [ 13] :  Wed Feb 02 01: 27: 36 2005

por t [ 37] :  E* , x
por t [ 1558] :
por t [ 3424] :  220

por t [ 7198] :  220

por t [ 9854] :  220 Bot Ser ver  ( Wi n32)

por t [ 11555] :  220 St nyFt pd 0wns j 0

por t [ 11601] :  220 St nyFt pd 0wns j 0

por t [ 15187] :  220

por t [ 15422] :  220

por t [ 15748] :
por t [ 19050] :  220

por t [ 19554] :  220

por t [ 21239] :  220

l i nux: ~ #
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C.S.I. – Penn: Case Study

An example might go something like this…

� Security observes an unauthorized host scanning one 
of our computers

� Look for prior reports (e.g. – Arbor, prior scan, etc.) 
� Conduct a port scan
� Conduct a banner grab
� Conduct a vulnerability scan
� Notify host contact and/or take additional action



C.S.I. – Penn: Links

http://www.sans.org and http://www.incidents.org
http://www.insecure.org/ and http://www.insecure.org/tools.html
http://www.knoppix.org/ and http://trinux.sourceforge.net/
http://www.nessus.org/
http://www.foundstone.com/resources/freetools.htm
http://www.microsoft.com/resources/documentation/windows/xp/all/p
roddocs/en-us/netstat.mspx
http://www.iana.org/assignments/port-numbers
http://www.liutilities.com/products/wintaskspro/processlibrary/
http://www.upenn.edu/computing/policy/
http://www.upenn.edu/computing/security/
http://www.counterpane.com/crypto-gram.html



C.S.I. – Penn

Q & A: 
� IPSEC

� LaBrea
� Other…


