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Introduction – What we do
 Generally responsible for the security of University data and PennNet

 Handle all incidents for the UPENN.EDU domain with the exception of the Health 
System and Wistar

 Monitor and evaluate current threats and notify the community accordingly

 Develop policies and guidelines

 Responsible for DMCA incidents

 Assist Schools and Centers with risk assessment

 Vulnerability scans of systems (critical hosts, etc).  Also penetration testing with our 
new CORE IMPACT tool

 Help direct the University towards appropriate directions to deal with future 
threats

 Forensics work for criminal investigations as well as system compromises that deal 
with sensitive data 

 Assist LSPs with e-Discovery procedures

 Consultation to IT Directors and system administrators dealing with security issues

 Send lots of email to security-sig :-)



One Step Ahead

 In each issue, Penn's Journal of Record, The Almanac publishes helpful tips 

and hints for dealing with information security and privacy matters.  These 

are comprehensive tips to help inform your regular end-user about ways 

they can protect themselves

 http://www.upenn.edu/computing/security/footprints/index.php

 You can subscribe via Email or RSS

 Some recent posts include:

 Backing Up Data Regularly

 Be Careful About òFreeó Wireless Networks

 Disappoint Dumpster Divers and Hackers

 Electronic Group Mailing Lists: Consider the 

Privacy Risks

http://www.upenn.edu/almanac/
http://www.upenn.edu/computing/security/footprints/index.php
http://www.upenn.edu/computing/security/footprints/emailhowto.php
http://www.upenn.edu/computing/security/rss/one_step_ahead_rss.xml


Working remotely

 Minimizeñand if possible avoidñuse of personally-

owned machines to access confidential University data 

such as SSNs, health information, credit card data, student 

records, and financial information.

 Be especially cautious regarding computers used by 

others who may have downloaded dangerous software 

such as file-sharing tools.

 Protect your machine with a Penn-recommended security 

suite. 

 Encrypt any confidential data that is stored locally on 

your computer.



Evolving threats

 The ôgood oleõ daysõ are long gone.  In the golden years 
hackers/crackers used to break into computer systems 
for fairly benign reasons:

 Building status in the hacker community. 

 DCC file servers (movies, music, games, etc) 

 Mass defacers who have political motivations or someone 
trying to impress their hacker buddies

 Today some of the above miscreants have changed their 
motives and now organized crime has gotten involved as 
well. 

 With most system compromises these days it is purely 
money motivated.



Identity theft and stealing bank credentials

 There are many ways criminals can gain access to information 
they need to steal identities or login credentials.  Phishing, 
Keystroke loggers, man in the middle, proxiesé

 A system compromise of your average end user workstation 
likely means there is a keystroke logger present and just as 
likely it is hidden using a rootkit.

 These keystroke loggers will monitor keystrokes as well as 
URLs visited

 Scouring the hard drive for sensitive data.  This has not been 
widely reported but it is only a matter of time before criminals 
realize the value of data mining then using tools such as 
Cornellõs Spider to find useful ID theft information.

 Once information is collected Credit Cards can be opened up 
on the victimõs behalf



Phishing
 Phishing ðMyspace, Facebook, eBay, Paypal, etc sent to random email addresses or posted on websites

 Spear Phishing ðTargetted phishing attacks attacks ðThis is where someone crafts a scheme and sends it to specific people 
or organizations. 

Universities in the US being targeted in a Spear Phising attack

Subject VERIFY YOUR xxxxxx EMAIL ACCOUNT NOW 

Dear xxxxx Email Account Owner,

This message is from xxxxx messaging center to all xxxxx email account owners. We are currently upgrading our data base and e-
mail account center. We are deleting all unused xxxxx email account to create more space for new accounts.

To prevent your account from closing you will have to update it below so that we will know that it's a present used account.

CONFIRM YOUR EMAIL IDENTITY BELOW

Email Username : .......... .....

EMAIL Password : ................

Date of Birth : .................

Country or Territory : ..........

Warning!!! Account owner that refuses to update his or her account within Seven days of receiving this warning will lose his or
her account permanently.

Thank you for using xxxxxx!

Warning Code:VX2G99AAJ

Thanks,

http://isc.sans.org/diary.html?storyid=3917


Our new penetration testing software -

CORE IMPACT

 pinpoint exploitable OS and services vulnerabilities in network 
servers and workstations

 measure end-user response to phishing, spear phishing, spam 
and other email threats

 test web application security and demonstrate the 
consequences of web-based attacks

 distinguish real threats from false positives to speed and 
simplify remediation efforts

 configure and test the effectiveness of IPS, IDS, firewalls and 
other defensive infrastructure

 confirm the security of system upgrades, modifications and 
patches

 establish and maintain an audit trail of your vulnerability 
management practices



Antivirus

 A couple of years ago Antivirus companies used to be 

able to keep up with newly discovered viruses and worms 

on a timely basis however today is a different story.

 Malware authors break into a system and disable AV

 They use rootkits to hide the files as well as the traffic (in 

netstat)

 Like other legitimate application developers they add 

update functionality to their malware and update it to 

undetectable versions frequently to stay a step ahead of 

the AV companies

 So, you could be infected and not even know it



Recovering from a system compromise

 If the system was compromised by a virus, worm or intruder 
the only way to ensure system integrity is regained is to 
rebuild the system from scratch.

 Before rebuilding ensure there is no sensitive data on the 
system.  If sensitive data exists our office needs to be notified 
immediately before a rebuild can take place. 

 Determine scope of the extent of the compromise.  Does the 
user have access to other systems?  If so, those need to be 
checked for suspicious activity.

 NEVER log into an end user workstation as Domain 
Administrator!  This is one sure fire way to infect your entire 
domain with evilware with a single click.  Yes, we have seen this 
happen before.



SPIA: Security & Privacy Impact 

Assessment

 Developed and sponsored by ISC and Office of Audit, 

Compliance & Privacy

 òDo It Yourselfó Risk Assessment

 òCohortsó assembled from various schools and centers 

(large and small)

 Cohort 2 currently under way

 Set of flexible software tools provided

 You can use them too!

 www.upenn.edu/computing/security/spia



Digital Millennium Copyright Act

 Passed by Congress on 12 October 1998

 Signed into law by President Clinton on 28 October 

1998

 Incorporates treaties signed at the 1996 World 

Intellectual Property Organization (WIPO) Conference 

in Geneva

 Heavily supported by entertainment and software 

industries



DMCA: Penn’s Role

 Penn is considered to be an ISP under the terms of the DMCA

 Penn is required to have an officially designated Copyright 

Compliance Officer to whom complaints under the DMCA can be 

directed, and a published addressé

 Dave Millar (University Information Security Officer)

 dmca@isc.upenn.edu



DMCA: Complaint Sources

 More than 75% came from the following six sources:

 NBC/Universal (TV & movies)

 RIAA (Music industry)

 ESA (Computer games)

 Paramount (TV & movies)

 MediaSentry (Computer games)

 HBO (TV & movies)

 Other òcontendersó: Business Software Alliance, Dreamworks, Sony, ScanSoft, 

VisualWare, Teaching Company

 Most are from the U.S. but a few have been received from the UK



From: universal-studios-no-reply@copyright-compliance.com

Subject: DMCA Notification Notice ID: 14 -3542818

Date: January 10, 2006 7:49:56 AM EST

To: dmca@isc.upenn.edu

Reply -To: universal-studios-no-reply@copyright-compliance.com

*** PGP SIGNATURE VERIFICATION ***

*** Status:   Good Signature from  Valid Key

*** Signer:   Universal Studios <universal-studios-no-reply@copyright-compliance.com> (0x878792A1)

*** Signed:   Tuesday, January 10, 2006 7:49:56 AM US/Eastern

*** Verified:  Wednesday, January 12, 2006 1:10:05 PM US/Eastern

*** BEGIN PGP VERIFIED MESSAGE ***

Re:  Unauthorized Use of NBC Universal Properties

Notice ID: 14-3542818

10 Jan 2006 12:51:01 GMT

Dear Sir or Madam:

Please be advised that NBC Universal and/or its subsidiary and affiliated companies (collectively, NBC Universal) are the owners

of exclusive rights protected under copyright law and other intellectual property rights in many motion pictures and television 

programs, including the title(s) listed below (the NBC Universal Properties). NBC Universal diligently enforces its rights in its 

motion pictures

It has come to our attention that University of Pennsylvania is the service provider for the IP address listed below, from which

unauthorized copying and distribution (downloading, uploading, file serving, file "swapping" or other similar activities) of the NBC 

Universal Property or Properties listed below, or portion(s) thereof, is taking place.  We believe that the Internet access of the user 

engaging in this infringement is provided by University of Pennsylvania or a downstream service provider who purchases this 

connectivity from University of Pennsylvania.  

ñTakedownò noticeé



This unauthorized copying and distribution constitutes copyright infringement under Section 106 of the U.S. Copyright Act.  

Depending upon the type of service University of Pennsylvania is providing to this IP address, it may have legal and/or equitable 

liability if it does not expeditiously remove or disable access to the motion picture(s) listed below, or if it fails to implement a policy 

that provides for termination of subscribers who are repeat infringers (see 17 U.S.C. 512).

Despite the above, NBC Universal believes that the entire Internet community benefits when these matters are resolved 

cooperatively. We urge you to take immediate action to stop this infringing activity and inform us of the results of your actions. We 

appreciate your efforts toward this common goal.

The undersigned has a good faith belief that use of the NBC Universal Property or Properties in the manner described herein is not 

authorized by NBC Universal, its agent or the law.  The information contained in this notification is accurate.  Under penalty of 

perjury, the undersigned is authorized to act on behalf of NBC Universal with respect to this matter.

Please be advised that this letter is not and is not intended to be a complete statement of the facts or law as they may pertain to this 

matter or of NBC Universal's positions, rights or remedies, legal or equitable, all of which are specifically reserved.  

All user correspondence regarding this notice should be sent to:  

?customerid=14&commhash=548470228a5728ced9948448cd93f7a3

ISPs may use this email address, 

mailto:antipiracy@nbcuni.com?subject=RE%3A%20DMCA%20Notification%20Notice%20ID%3A%2014%2D3542818, or the 

contact info below regarding this notice.  Please make sure the Notice ID is in the subject line of any correspondence.

Very truly yours,

Aaron Markham

Director of Internet Anti-Piracy,

Worldwide Anti-Piracy Operations

NBC UNIVERSAL

100 Universal City Plaza 2160-7E

Universal City, CA  91608

tel.  (818) 777-4876

fax  (818) 866-2149

antipiracy@nbcuni.com



*pgp public key is available on the key server at ldap://keyserver.pgp.com

** For any correspondence regarding this case, please send your emails to antipiracy@unistudios.com and 

refer to Notice ID: 14-3542818.  If you need immediate assistance or if you have general questions please 

call the number listed above.

Title:  Ali G Indahouse

Infringement Source:  BitTorrent

Initial Infringement Timestamp:  9 Jan 2006 16:29:11 GMT

Recent Infringment Timestamp: 9 Jan 2006 16:29:11 GMT

Infringer Username:  

Infringing Filename:  Ali G Indahouse 2002 DVDrip kvcd by BummedOut(TUS Release)

Infringing Filesize:  793745574

Infringers IP Address:  165.123.xxx.xxx

Infringers DNS Name: dhcp0401.xxxxx.resnet.group.upenn.edu

Infringing URL: 165.123.xxx.xxx:17140\Ali G Indahouse 2002 DVDrip kvcd by BummedOut(TUS Release)



Subpoena Notice…

From: dmca@riaa.com

Subject: Case ID 95573947 - RIAA Infringement Notification

Date: October 14, 2005 2:36:44 PM EDT

To: dmca@isc.upenn.edu

Dear David R. Millar:

I am an attorney with the Recording Industry Association of America, Inc. ("RIAA").  The RIAA is a trade association whose member record 

companies create, manufacture, and/or distribute approximately ninety percent (90%) of all legitimate sound recordings sold and distributed in 

the United States.  

Because many ISPs have requested that we give them advance notice, I am writing to alert you to a forthcoming subpoena that will be served 

on you.  The subpoena will request the name, address, telephone number, e-mail address and MAC (Media Access Control) address of a user, 

customer, or subscriber of your system or network who has infringed our members' copyrighted sound recordings.  For your information, that 

user was located at the following IP address: 165.123.xxx.xxx on 10/xx/2005 at 9:27 p.m.(EDT).

Our outside counsel will soon serve the subpoena on you.  Understand that you have a legal obligation to preserve all identifying information of 

the user, customer or subscriber in the meantime.  Please take all steps to do so.

We have found that some ISPs choose to notify their users, customers or subscribers about impending subpoenas.  Should you choose to do 

so, we ask that you please make this individual aware that he or she has a legal obligation to preserve evidence that relates to our legal claims.  

This means that, at a minimum, the individual must preserve the entire library of recordings made available for distribution as well as any 

recordings that were downloaded.  Although the individual must preserve the recordings, in order to avoid continued distribution of the 

recordings, the individual should disable the share feature or uninstall the ñfile-sharingò software.  The website 

http://www.musicunited.net/5_takeoff.html provides instructions on this.  Please feel free to forward this email in its entirety if you wish.    

We hope this advance notice has proved helpful.  Thank you for your cooperation. 

Sincerely,

Jonathan Whitehead

Vice President and Counsel, Online Copyright Protection

Recording Industry Association of America, Inc.

1330 Connecticut Avenue, NW  Suite 300

Washington, DC  20036

(202) 775-0101

dmca@riaa.com



DMCA: Identifying Responsible Party

 Wired connections

 SALT yields MAC address and wallplate ID

 NetReg yields PennKey

 Wireless

 PUMA provides MAC address and PennKey

 PennCommunity

 Provides name associated with PennKey



DMCA Complaints: Who’s Responsible?

Response to DMCA complaints made to Penn is coordinated by 

Information Security

College House Computing, ISC Client Services Group, Greek Houses, 

Office of Student Conduct and Office of General Counsel are also 

frequently involved

LSPõs and other support staff from individual schools and centers are 

sometimes required to help resolve a complaint



Penn Policy

Pennõs Acceptable Use Policy prohibits the owning, using, sharing, distribution, 

etc. of illegally copied material

www.upenn.edu/computing/policy/aup.html

 Employees (staff, faculty, consultants, contractors, etc.) found to be in 

violation are subject to disciplinary measures, up to and including 

termination

 Students hosting infringing material on their personal computers can be 

disconnected until the material is removed, and can be referred to Office 

of Student Conduct for disciplinary measures

 University guests may have their network privileges suspended or revoked

 These penalties are completely separate from and independent 

of any legal action brought by a complainant under DMCA



Zero Day (0-day) exploits

 Just a few years ago it would be literally months before an 
exploit would be released for a vulnerability.  These days it is 
common to see exploits released to the public before the 
responsible vendor can address the problem

 This can make regular everyday web surfing a dangerous 
activity

 Websites that allow users to embed video, images and other 
content can become attack vectors. Myspace and  Facebook!

 Your normal everyday website that hosts flash advertising 
banners. Often attackers will gain access to a site that hosts 
these and replace with evil ones

 http://www.milw0rm.com/ is a good place to watch for exploit 
releases

http://www.milw0rm.com/


Patching the operating system and 

applications

 It is very important to keep operating systems up-to-date 

with the latest hot fixes and patches

 It is also very important to ensure that third-party 

applications are also patched

 Adobe, Apache, SSH, Firefox, etc

 Applications these days are beginning to include 

automatic update functionality but not all of them do this

 Forgetting a single patch on a Domain Controller can 

pretty much trash your entire domain and cause weeks 

and weeks of work and meetings with our office and 

others



Surfing Habits

 With more host based firewalls being used today Internet Worms are less 

prevalent than before so attackers have decided to focus again on the end 

user

 There are certain areas of the Internet that are a bit less safe than the 

other areas.

 Dangerous areas to surf would include but not be limited to:

 Warez sites (copyrighted materials)

 Porn sites because a lot of people wonõt report those for obvious reasons.  

Hey, I was on this porn site andé

 Gaming sites

 Some of you may be doing research that require you to travel to these 

sites.  It might be a good idea to have a second system setup just for this 

purpose



Security Advisories

 It is very important to keep abreast of current advisories

 Security-Sig is a good place for general advisories that 

likely impact Penn as a whole

 If you run applications please make sure to watch 

advisories for those

 Secunia.com is a great place http://www.secunia.com

 SANS Internet Storm Center http://isc.sans.org

 Securityfocus.com http://www.securityfocus.com

 Educause Security list 

http://www.educause.edu/SecurityDiscussionGroup/979

http://www.secunia.com/
http://isc.sans.org/
http://www.securityfocus.com/
http://www.educause.edu/SecurityDiscussionGroup/979


Scanning Tools

 There are several scanning tools that can be used to scan for 

vulnerabilities in systems

 ISS (Internet Security Scanner for Windows) is site licensed by 

Penn and is a great scanner.  Please email security@isc for 

more details.  A key is needed to scan non-local systems

 Nessus http://www.nessus.org Is a great free scanner that runs 

on Windows, Linux and Mac OS X. Must subscribe to a feed 

(week delay for signature updates for free subscription)

 Nmap http://www.nmap.org is the best port scanner around.  

It can help identify open ports on systems and has a huge 

number of functions

http://www.nessus.org/
http://www.nmap.org/


Some More Useful Tools…

 Virtual machines (VMWare)

 Now available for OS X! (VMWare Fusion)

 Ethernet packet òsniffersó

 Wireshark (formerly Ethereal)

 Free

 Windows and unix/linux (including OS X)

ÃWindows version requires winpcap

 Kismet (wireless network auditor)

 Available for OS X (KisMac)

 Free

 Useful for measuring your wireless òfootprintó and/or finding 
rogue networks/access points



Don’t forget FREE command line goodies…

 tcpdump

 Basic packet capture/filter utility

 Native to unix/linux, available for Windows

 Can be used as rudimentary intrusion detection system

 Capture data can be imported into most sniffers (including 
Wireshark)

 md5 (or, on some systems, md5sum)

 Device and file integrity checker

 Computes unique 26-byte hash value

 Snort (www.snort.org)

 Command line-based intrusion detection system

 Very sophisticated

 Use published rules, or write your own

http://www.snort.org


An Important Caution!

 When using sniffers, stumblers, scanners, etc:

 You are authorized for your own area of responsibility 
ONLYé

 In other words, donõt scan or scope out networks that arenõt 
yours.

 When capturing packets, capture header information only

 Capturing data/content (even if you donõt look at it) without 
permission may leave you open to legal issues

 Unless there are exceptional circumstances, it is a good idea to 
let your users know you are scanning, when the scans will take 
place, and from which IP address they will come

 Some users actually DO pay attention to their own logs!!



Useful links

 http://isc.sans.org/

 http://www.milw0rm.com/

 http://www.securityfocus.com/

 http://secunia.com/

 http://blog.washingtonpost.com/securityfix/

 http://www.upenn.edu/computing/security/index.php

 http://www.upenn.edu/computing/security/crithost/index.

php

 http://www.upenn.edu/privacy/

http://isc.sans.org/
http://www.milw0rm.com/
http://www.securityfocus.com/
http://secunia.com/
http://blog.washingtonpost.com/securityfix/
http://www.upenn.edu/computing/security/index.php
http://www.upenn.edu/computing/security/crithost/index.php
http://www.upenn.edu/computing/security/crithost/index.php
http://www.upenn.edu/privacy/

