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Why i1s WDE Important?

More people with laptops means that loss and
theft are on the rise
Loss of sensitive University data could lead to

|dentity theft
Institutional embarrassment and reputational harm

Great expense implementing damage control
(notification, credit monitoring, etc.)

As a result, Penn policy will require WDE to
protect sensitive data by mi@009 on all
computers with sensitive data(not just laptops)



PGP Recommended Vendor

In Spring 2008, a crossampus evaluation

team determined that PGP was the best
choice for Penn.

In Fall 2008, another crosmmpus team met
regularly to:

Further test

Configuration recommendations
Implementation recommendations
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How i1t works...

PGP encrypts the complete hard drive including
boot sectors
system files
swap files
Users enroll with a Universal Server which acts as
a management console
Centralized policy enforcement
Reporting and logging
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Getting Started

Backups very important!
Download and run installer
Enroll with Universal Server
Set up Passphrase

Encrypt Drive

3 or more hours, depends on size and speed of hard
drive

Performance is diminished during encryption
needs constant power source
Initial encryption process can be paused/restarted



At Start Up

Users authenticate using PGP WDE passphrase

pefore OS can boot

PGP replaces standard Master Boot Record with

the PGP WDE Boot Manager

Optional configuration allows WDE login replaces
the need to authenticate again to Windows.

Passwords are synchronized and users enter Windows
password into the WDE interface
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encryption is enabled




Universal Server

Contains policies which controls what specific
groups/users are allowed to do

Team tested different policies in order to
come to an agreement about recommended
settings

Recommending locking down as much as
possible (limiting end user functions)



Secure Deletion

Secure delete utility Is included in PGP client
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permanently delete them

Also has capability to repeatedly, write over

all unused space on a hard drive

Useful when turning over an existing laptop to a
new user



Mac Support

Vendor claims it supports Mac OS, although
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Not as mature as we hoped
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Inconsistent behavior when connected when
enrolled with Universal Server

Continue to work with the vendor to report

Issues and track improvements



The fine print...

Users intending to travel to export controlled countries, must contact the
Office of Research Services for assistance in acquiring an export license.
In addition, any release of the technology or source code to foreign
nationals from certain countries even while in the United States, is

PGP products may not be used directly or indirectly in the design,
development, fabrication, or use of nuclear, chemical, or biological
weapons or missile technology without US government authorization.
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computer when traveling to avoid exposing sensitive data to inspection
staff.



Volume License

PGP Managed Whole Disk Encryption
(includes Universal Server ), annual license, 1
year of Maintenance and Standard Support
$24.00 per year

Avallable through Office of Software
Licensing

http://www.business
services.upenn.edu/softwarelicenses/



Technology Support Service will offer a for

fee service for schoo
not to run their own U

s/centers who choose
niversal Server

Contact Magida Philli

0S

(magida@isc.upenn.edu) If you have interest

or guestions



