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What is a password manager?

A standalone application used exclusively to
manage (mostly) your website passwords
Examples of other desired features:

Intuitive user interface

Password generator (strength indicator)

ADbility to store other data securely (identities,
memberships, airline frequent flier, etc.)

Applications’ password keychain file SHOULD
be protected with strong encryption




Team’s charge:

Evaluate applications used for managing
various user and account passwords.

Consider product availability for the
University's supported operating systems,
general use scenarios, best practices, and
security implications

Not tasked with recommending specific
products as Penn Supported Products



Testing methodology

Initial product list suggested to Team;
expanded by Team members’ experiences

Created testing script (demo)
Due to time/resources, created shortlist
Reported results, captured best practices


http://prowiki.isc.upenn.edu/wiki/Password_Manager_Evaluation/Keychain_Access

Products of interest: Windows

KeyPass Password Safe
Great for the everyday Windows user

Has ports for other operating systems
(PocketPC, smartphones, Linux, Mac OS, etc.)

Free
http://keepass.info/



http://keepass.info/
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Products of interest: Mac OS

Keychain Access

Adequate for the everyday Mac OS user
Built-in to Mac OS (“free”)



Keychain Access
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Products of interest: Mac OS (cont’'d)

1Password

Great alternative for Mac OS/iPhone users

Integrates cleanly with the iPhone version of
1Password

US$39.95 (per user, unlimited computers)

http://agilewebsolutions.com/products/1Passwo
rd
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http://agilewebsolutions.com/products/1Password
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Best practices

Lock password manager/screensaver if
walking away from workstation

Don’t write down passwords

If you keep passwords in a text file, encrypt!
(Password manager keychains are
encrypted)

Change passwords occasionally
Use common sense!



Summary

Windows KeePass Password Safe
Mac OS Keychain Access
Mac OS (alternate) 1Password
Windows (enterprise) Citrix Password Mgr.
Smartphones KeePass ports




Resources

Team page
http://www.upenn.edu/computing/eval/2008/passwordma

nager/
Team Wiki

http://prowiki.isc.upenn.edu/wiki/Password Manager Eval
uation

Final report

http://www.upenn.edu/computing/eval/2008/passwordma
nager/finalreport.html
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Questions?
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