
Penn Community

óMembership has its privilegesô.



What is Penn Community?

ÂItôs what is called a Person Registry ï

the place where we keep track of ówho 

belongsô.

Â Data here is predominantly reflected 

from other systems, and joined so that a 

unique identity record is created ï

PennID.



What can you do with PC?

Â You can get a PennID generated.

Â You can get a setup code for a 

Pennkey.

Â You can get a PennID, PennName and 

Pennkey password for low-level access.

Â You can verify data properly matched, 

and all suitable affiliations represented.



Where did you get THAT 

name?

Â Penn Community gets nightly feeds 

from

Student Record System (SRS)

Pennôs Payroll System

UPHSô Payroll System

Not just for current people ïweôve loaded 

in older records.



Conflict Resolution

Â Data that comes from varying sources 

can almost, but not quite, match:

Â Discrepancy in SSN

Â Discrepancy in birthdate

Â (Slight discrepancies in names accounted 

for by Soundex matching)

Data Administration sends out conflict 

reports to SRS, UPHS and payroll on a 

daily basis ïin the meantime, a record can 

be suspended awaiting resolution.



What else is Penn Community 

good for?

Â Authorization: my application only wants 

active employees, this screen only 

allows active students.

Â Important for applications like Online 

Directory ïsupplying data, maintaining 

whoôs óinô and whoôs óoutô.



What about the rest of us?

Â Penn Community also has an 

application available to enable 

individuals not in these sources to be 

part of our Community.

Â Penn Community Entry-View application

Â Available to the select and highly-trained 

PennCommunity Data Managers and 

PennKey Administrators



Affiliations

Â Penn Community represents all a 

personôs relationships to the University.

Â Could be both staff and student ïso 

would have both these affiliations.

Â Holder of all jobs, all student degree 

pursuals for an individual.



Types of Membership

ÂóGoldô: Faculty, Staff, Students, UPHS

ÂóSilverô: Contractors, Consultants, 

associated Organizations, etc

Â --- (Persistence)   ---

ÂóBronzeô: Wireless Guests, Lab 

Computer users.



Concept of Persistence

Â If we know enough about you, we can 

join data from varying sources, and can 

be assured that we have only a single 

unique record for you.

ÂIf we donôt have enough info, we can 

keep information, but there may be >1 

record ïand we donôt know for sure 

who you are .



ñPersistentò affiliation

Â People with permanent or ongoing connections to 
Penn

Â Goes through the biomatching process

Â Individual should have only one Persistent record 
in Penn Community.

Â Requires Social Security Number and birthdate to 
guarantee uniqueness

o For foreign students, system does permit ñPenn-
assignedò SSN, e.g. ó999-xx-xxxxô



ñNon-persistentò affiliation

Â Cannot be reactivated once expired.

Â No SSN or birthdate collected.

Â No biomatching done ïcan have multiple 
records.

Â Authorization should not be done against 
these records ïwe do not know enough 
about the individual to allow significant 
access.

Â Essentially ñdisposableò



NP Bulk Upload

Â For wireless guests, we have 

functionality to create Penn Community 

records en masse, and get back not just 

a setup code, but an established 

pennkey/pw.

Â These pennkeys are not good for much 

but computing labs and wireless 

access.



Bulk Non-persistent PennKeys

Â June, 2006: capability added in 
PennCommunity to generate non-persistent 
PennKeys in bulk

Â Grant access on temporary basis to 
conference guests, non-Penn class 
attendees, recruiters, etc.

Â PennKey Administrator uploads .csv file with 
basic info (mainly guest name)

Â System returns Excel sheet with assigned 
PennKeys



NEW ïPersistent Adhoc 

Upload

Â New functionality will allow, with prior 

approval and for a small timeframe, 

batch uploading of Persistent Penn 

Community data

Â (proof of accuracy of SSN/dob information 

required)

Â Pennkeys or setup codes are not part of 

this functionality ïidea is to get the 

PennID/Member & Affiliation data.



PennKey

What you never knew and what 

youôve probably forgottené



A Brief Historyé

Â1990ôs: Access to campus-wide 
computing resources via PennNet ID

o User ID name (up to 8 chars) with 
Password

o Based on ñhome-grownò authentication 
protocol

o By turn of century, had outlived its 
usefulness and had major security 
concerns



More historyé

Â PennNet IDs one of many 

ñnamespacesò across campus

o Individual user often had multiple login 

names, e.g., óluptonô for PennNet ID, 

ójluptonô for mail.sas, usually with different 

passwords



October, 2002: PennKey Debuts

Â PennKey inaugurated as central university-
wide authentication system

Â Based on MIT Kerberos 5

Â Used new ñPennNamesò namespace
o ISC works with schools & centers to ñunifyò 

usernames, resolve conflicts

Á Users now have a single login name for wide 
variety of central and school-specific 
resources



PennNet ID -> PennKey Conversion

Â During first few weeks of PennKey 

implementation, existing PennKey ID 

holders had option to ñreserveò existing 

PennNet name and convert it to 

PennKey

Â After this period, could get PennKey via 

standard procedure, but no guarantee 

of getting same PennName



What isa ñPennKeyò?

Â Itôs helpful to think of your PennKey as an 
ñelectronic PennCardò that grants you access 
to online PennNet resources in a similar 
fashion to the access in the physical world 
granted by your PennCard (door swipes, etc.)

Â Other than that, itôs simply a 
username/password combination, but based 
on highly secure protocols and technology

Â Of course, like any other password, if you 
give it away, it loses its security



Who needs a PennKey?

Â Anyone who needs to access PennKey-compliant 
network resources, e.g.:

o PennInTouch

o U@Penn

o Blackboard

Á Anyone needing to access wireless PennNet and/or 
school-sponsored wireless networks

Á Students registering wired network ports in residential 
halls via NetReg

Á éand more


