Secure Web Application Coding Team
Introductory Meeting
December 1, 2005
1:00 — 2:00PM
Bits & Pieces Room, Sansom West Room 306
Agenda

—

Introductions for new members (5 minutes)
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1. Related Vulnerabilities
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1. Matrix summarizing the types of tools available (for each
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examples
2. Server configuration best practices
i1i.  Examples and References
iv. How to determine if you are vulnerable
1. How to Exploit
v. How to protect yourself
1. Code Samples — Specific to development language
a. Good and Bad Code
2. Suggested Libraries
b. OWASP #1 — Code Validation — Chris Blickely (25 minutes)
c. OWASP #2 — Broken Access Control (If time permits)
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Current OWASP Wording:



A1 Unvalidated Input

A1.1 Description

Web applications use input from HTTP requests (and occasionally files) to determine how to respond. Attackers
can tamper with any part of an HTTP request, including the url, querystring, headers, cookies, form fields, and
hidden fields, to try to bypass the site’s security mechanisms. Common names for common input tampering attacks
include: forced browsing, command insertion, cross site scripting, buffer overflows, format string attacks, SQL
injection, cookie poisoning, and hidden field manipulation. Each of these attack types is described in more detail
later in this paper.

m A4 —Cross Site Scripting Flaws discusses input that contains scripts to be executed on other user’s
browsers

m A5 - Buffer Overflows discusses input that has been designed to overwrite program execution space
® A6 - Injection Flaws discusses input that is modified to contain executable commands

Some sites attempt to protect themselves by filtering out malicious input. The problem is that there are so many
different ways of encoding information. These encoding formats are not like encryption, since they are trivial to
decode. Still, developers often forget to decode all parameters to their simplest form before using them. Parameters
must be converted to the simplest form before they are validated, otherwise, malicious input can be masked and it
can slip past filters. The process of simplifying these encodings is called “canonicalization.” Since almost all HTTP
input can be represented in multiple formats, this technique can be used to obfuscate any attack targeting the
vulnerabilities described in this document. This makes filtering very difficult.

A surprising number of web applications use only client-side mechanisms to validate input. Client side validation
mechanisms are easily bypassed, leaving the web application without any protection against malicious parameters.
Attackers can generate their own HTTP requests using tools as simple as telnet. They do not have to pay attention
to anything that the developer intended to happen on the client side. Note that client side validation is a fine idea for
performance and usability, but it has no security benefit whatsoever. Server side checks are required to defend
against parameter manipulation attacks. Once these are in place, client side checking can also be included to
enhance the user experience for legitimate users and/or reduce the amount of invalid traffic to the server.

These attacks are becoming increasingly likely as the number of tools that support parameter “fuzzing”, corruption,
and brute forcing grows. The impact of using unvalidated input should not be underestimated. A huge number of
attacks would become difficult or impossible if developers would simply validate input before using it. Unless a web
application has a strong, centralized mechanism for validating all input from HTTP requests (and any other
sources), vulnerabilities based on malicious input are very likely to exist.

A1.2 Environments Affected

All web servers, application servers, and web application environments are susceptible to parameter tampering.

A1.3 Examples and References

m  OWASP Guide to Building Secure Web Applications and Web Services, Chapter 8: Data Validation
http://www.owasp.org/documentation/quide/

®  modsecurity project (Apache module for HTTP validation) http://www.modsecurity.org

®  How to Build an HTTP Request Validation Engine (J2EE validation with Stinger)
http://www.owasp.org/columns/jeffwilliams/jeffwilliams2

m  Have Your Cake and Eat it Too (.NET validation) http://www.owasp.org/columns/jpoteet/jpoteet2

A1.4 How to Determine If You Are Vulnerable

Any part of an HTTP request that is used by a web application without being carefully validated is known as a

“tainted” parameter. The simplest way to find tainted parameter use is to have a detailed code review, searching for
all the calls where information is extracted from an HTTP request. For example, in a J2EE application, these are the
methods in the HttpServietRequest class. Then you can follow the code to see where that variable gets used. If the



variable is not checked before it is used, there is very likely a problem. In Perl, you should consider using the “taint”
(-T) option.

It is also possible to find tainted parameter use by using tools like OWASP’s WebScarab. By submitting unexpected
values in HTTP requests and viewing the web application’s responses, you can identify places where tainted
parameters are used.

A1.5 How to Protect Yourself

The best way to prevent parameter tampering is to ensure that all parameters are validated before they are used. A
centralized component or library is likely to be the most effective, as the code performing the checking should all be
in one place. Each parameter should be checked against a strict format that specifies exactly what input will be
allowed. “Negative” approaches that involve filtering out certain bad input or approaches that rely on signatures are
not likely to be effective and may be difficult to maintain.

Parameters should be validated against a “positive” specification that defines:

Data type (string, integer, real, etc...)
Allowed character set

Minimum and maximum length

Whether null is allowed

Whether the parameter is required or not
Whether duplicates are allowed

Numeric range

Specific legal values (enumeration)
Specific patterns (regular expressions)

A new class of security devices known as web application firewalls can provide some parameter validation services.
However, in order for them to be effective, the device must be configured with a strict definition of what is valid for
each parameter for your site. This includes properly protecting all types of input from the HTTP request, including
URLs, forms, cookies, querystrings, hidden fields, and parameters.

The OWASRP Filters project is producing reusable components in several languages to help prevent many forms of
parameter tampering. The Stinger HTTP request validation engine (stinger.sourceforge.net) was also developed by
OWASP for J2EE environments.

OWASP #2 -



A2 Broken Access Control

A2.1 Description

Access control, sometimes called authorization, is how a web application grants access to content and functions to
some users and not others. These checks are performed after authentication, and govern what ‘authorized’ users
are allowed to do. Access control sounds like a simple problem but is insidiously difficult to implement correctly. A
web application’s access control model is closely tied to the content and functions that the site provides. In addition,
the users may fall into a number of groups or roles with different abilities or privileges.

Developers frequently underestimate the difficulty of implementing a reliable access control mechanism. Many of
these schemes were not deliberately designed, but have simply evolved along with the web site. In these cases,

access control rules are inserted in various locations all over the code. As the site nears deployment, the ad hoc

collection of rules becomes so unwieldy that it is almost impossible to understand.

Many of these flawed access control schemes are not difficult to discover and exploit. Frequently, all that is required
is to craft a request for functions or content that should not be granted. Once a flaw is discovered, the
consequences of a flawed access control scheme can be devastating. In addition to viewing unauthorized content,
an attacker might be able to change or delete content, perform unauthorized functions, or even take over site
administration.

One specific type of access control problem is administrative interfaces that allow site administrators to manage a
site over the Internet. Such features are frequently used to allow site administrators to efficiently manage users,
data, and content on their site. In many instances, sites support a variety of administrative roles to allow finer
granularity of site administration. Due to their power, these interfaces are frequently prime targets for attack by both
outsiders and insiders.

A2.2 Environments Affected

All known web servers, application servers, and web application environments are susceptible to at least some of
these issues. Even if a site is completely static, if it is not configured properly, hackers could gain access to sensitive
files and deface the site, or perform other mischief.

A2.3 Examples and References

m  OWASP Guide to Building Secure Web Applications and Web Services, Chapter 8: Access Control:
http://www.owasp.org/quide/

m  Access Control (aka Authorization) in Your J2EE Application
http://www.owasp.org/columns/jeffwilliams/jeffwilliams3

®  hitp//www.infosecuritymag.com/2002/jun/insecurity.shtml

A2.4 How to Determine If You Are Vulnerable

Virtually all sites have some access control requirements. Therefore, an access control policy should be clearly
documented. Also, the design documentation should capture an approach for enforcing this policy. If this
documentation does not exist, then a site is likely to be vulnerable.

The code that implements the access control policy should be checked. Such code should be well structured,
modular, and most likely centralized. A detailed code review should be performed to validate the correctness of the
access control implementation. In addition, penetration testing can be quite useful in determining if there are
problems in the access control scheme.

Find out how your website is administrated. You want to discover how changes are made to webpages, where they
are tested, and how they are transported to the production server. If administrators can make changes remotely,
you want to know how those communications channels are protected. Carefully review each interface to make sure
that only authorized administrators are allowed access. Also, if there are different types or groupings of data that



can be accessed through the interface, make sure that only authorized data can be accessed as well. If such
interfaces employ external commands, review the use of such commands to make sure they are not subject to any
of the command injection flaws described in this paper.

A2.5 How to Protect Yourself

The most important step is to think through an application’s access control requirements and capture it in a web
application security policy. We strongly recommend the use of an access control matrix to define the access control
rules. Without documenting the security policy, there is no definition of what it means to be secure for that site. The
policy should document what types of users can access the system, and what functions and content each of these
types of users should be allowed to access. The access control mechanism should be extensively tested to be sure
that there is no way to bypass it. This testing requires a variety of accounts and extensive attempts to access
unauthorized content or functions.

Some specific access control issues include:

®  Insecure Id’s — Most web sites use some form of id, key, or index as a way to reference users, roles,
content, objects, or functions. If an attacker can guess these id’s, and the supplied values are not
validated to ensure the are authorized for the current user, the attacker can exercise the access control
scheme freely to see what they can access. Web applications should not rely on the secrecy of any id’s
for protection.

m  Forced Browsing Past Access Control Checks — many sites require users to pass certain checks before
being granted access to certain URLs that are typically ‘deeper’ down in the site. These checks must not
be bypassable by a user that simply skips over the page with the security check.

m  Path Traversal — This attack involves providing relative path information (e.g., “../../target_dir/target_file”)
as part of a request for information. Such attacks try to access files that are normally not directly
accessible by anyone, or would otherwise be denied if requested directly. Such attacks can be submitted
in URLs as well as any other input that ultimately accesses a file (i.e., system calls and shell commands).

m  File Permissions — Many web and application servers rely on access control lists provided by the file
system of the underlying platform. Even if almost all data is stored on backend servers, there are always
files stored locally on the web and application server that should not be publicly accessible, particularly
configuration files, default files, and scripts that are installed on most web and application servers. Only
files that are specifically intended to be presented to web users should be marked as readable using the
OS’s permissions mechanism, most directories should not be readable, and very few files, if any, should
be marked executable.

m  Client Side Caching — Many users access web applications from shared computers located in libraries,
schools, airports, and other public access points. Browsers frequently cache web pages that can be
accessed by attackers to gain access to otherwise inaccessible parts of sites. Developers should use
multiple mechanisms, including HTTP headers and meta tags, to be sure that pages containing sensitive
information are not cached by user’s browsers.

There are some application layer security components that can assist in the proper enforcement of some aspects of
your access control scheme. Again, as for parameter validation, to be effective, the component must be configured
with a strict definition of what access requests are valid for your site. When using such a component, you must be
careful to understand exactly what access control assistance the component can provide for you given your site’s
security policy, and what part of your access control policy that the component cannot deal with, and therefore must
be properly dealt with in your own custom code.

For administrative functions, the primary recommendation is to never allow administrator access through the front
door of your site if at all possible. Given the power of these interfaces, most organizations should not accept the risk
of making these interfaces available to outside attack. If remote administrator access is absolutely required, this can
be accomplished without opening the front door of the site. The use of VPN technology could be used to provide an
outside administrator access to the internal company (or site) network from which an administrator can then access
the site through a protected backend connection.



