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The University of Pennsylvania cares about the privacy of students,
faculty, and staff. Privacy issues have become even more
important in the electronic age because of broadening access

to sensitive information. Faculty often have questions about
how to protect the confidentiality of student information.

The goal of this brochure is to provide general answers to some
frequently asked questions about student privacy and to provide
sources where more detailed information can be accessed.

Q: What are the basic rules regarding the
protection of student information?

Q: May I discuss a student’s academic

A: The University's Policy on the Confidentiality of Student
Records, which incorporates the federal FERPA law, also
known as the “Buckley Amendment,” provides the most
directly relevant rules. This policy establishes faculty and staff
responsibilities when dealing with personally identifiable
student records. The policy states that in general, University
faculty and staff may not disclose personally identifiable
information from a student or applicant’s records except with
the student’s written consent. One common exception allows
for sharing with school officials with “legitimate educational
interests,” in other words where the information would be
helpful in the performance of official duties or in the pursuit
of an enterprise sanctioned by Penn. The policy also
establishes general student rights, such as the right to
access and correct records.

Penn also has other policies, procedures and guidelines
that focus on specific privacy issues, such as electronic
data, Social Security numbers, e-mail, and records
destruction, etc. For more information, see the Penn
Privacy website at http://www.upenn.edu/privacy.

o

. May I discuss a student’s personal information
with his or her advisor or other department,
school, or University official?

performance, or other information about a
student, with his or her parent or guardian?

A' Personally identifiable information about students may

be disclosed to school officials (e.g., Penn faculty and staff)
who have “legitimate educational interests” in this information.
You may discuss a student’s personal information with the
student's advisor or other University official if such information
is needed in the performance of his or her duties or in the
pursuit of an enterprise sanctioned by Penn.

. In general, the University does not make records available

to a student’s parents. There are, however, some exceptions
to this general rule. For example, such disclosure is
allowable if the student provides written consent.

You may see what student consents are on record if you
have access to the Student Records System or Advisor in
Touch. Check the student’s preferences regarding who
may access the information and what information may
be accessed. If the student you are searching for has not
set preferences, you may wish to contact the student and
encourage him or her to do so by visiting the Penn Portal
and clicking on the “Online Consent Form” under

“My Privacy Settings.”

Alternatively, you may ask a student to sign a paper
consent form, which is equally valid and may better suit

a specific situation that the online consent form does not
provide for (i.e., disclosure of information that is neither
academic nor financial). The paper form is available at the Penn
Privacy website.

Responding to a request from a parent, and initiating a
call to a parent, each have significant privacy implications.
A student’s consent means that we may make a disclosure,
not that we must. In sensitive situations, including a
student in distress, the best course is to consult with
appropriate University resources, particularly the Vice
Provost for University Life (VPUL) and the Office of General
Counsel (0GCQ).



Q:

A student has requested that | write a
recommendation for him or her in support of an
application for employment. May | discuss the
student’s academic and personal information?

. In general, you may do so if the student has requested

in writing that you submit a recommendation. There is

a place on many forms for the student to authorize

release of such information. Alternatively, you may seek a
student’s written consent online through the Penn Portal

by clicking on the “Online Consent Form" under “My Privacy
Settings,” or via a Penn paper form available at the Penn
Privacy website.

. What if the FBI or another law enforcement

agency calls regarding a background check for
a student seeking federal employment?

O

. Again, you may disclose student record information to

the FBI if the student has provided written consent to such
disclosure. FBI agents often will show you a signed
authorization from the student. It is important to determine
that the consent is current and valid. If you have any
questions about this issue you should seek the assistance

of the Office of General Counsel. Alternatively, you may seek
a student’s written consent on a Penn form available at the
Penn Privacy website.

. May | ask students for their Social

Security number?

Q: May | post students’ grades using Social
Security numbers?

- In general, no. Penn’s goal is that Social Security numbers

not be used as identifiers except when needed to fulfill legal
requirements or where there is a sufficient need, such as
when certain external organizations legitimately require
them. Faculty should not ask students for their SSNs,
including on exams or papers. Further, documents that
contain Social Security numbers (such as old grade sheets or
exams) should be securely destroyed, i.e., shredded, when no
longer needed. And Social Security numbers that may be
stored on faculty computers should be removed whenever
possible with a secure deletion utility (contact your Local
Support Provider for assistance).

. No. Social Security numbers may not be used to “post”

grades, either in hard copy or electronically. You should not
publicly display a student’s Penn ID or any portion of the
Social Security number because (especially in small classes)
it may be possible to identify students from this information.
You should not use name, initials, or any personally identifiable
information to post grades. Even when an identifier is
masked or absent, be sure not to post the grades in
alphabetical order.

There are other options that you may use to communicate grade
information to students. First, you can communicate directly
with a student about a student’s own grade information using
a secure medium. The Blackboard information system, used
by some departments, offers a secure mechanism for direct
communications with a student. See http://www.upenn.edu/
newtools/blackboard/ for more information. Further, some
departments have developed their own special programs
that allow students to access their own grades only. Second,
you can assign each student a unique identifier and use that
identifier to post the grade. The student identifier should not
be used for the same student in subsequent courses.

Q:

May | leave graded papers and exams outside
my door, in open mailboxes or in other publicly
accessible areas?

Q: What if a student group requests a list of

students’ mailing or e-mail addresses to help
advertise an activity or program?

- No. Graded papers and exams may only be shared directly

with the student, with others pursuant to the student’s
consent, with University officials with a legitimate need, or
if the circumstances fit specific legal or policy exceptions.
Without student consent, graded papers and exams may not
be shared with, or be made accessible to, other students in
the class. There are several options that you may use to
communicate grade information to students as described in
the answer to the prior question.

. May I post class lists and student photos

on the web?

- In some cases, this information may be shared and in others

not. Specific guidelines available on the Privacy website
apply.

. What if I still have questions?

. Class lists and student photos are confidential under

University policy and federal law. They are given to faculty
and staff who have legitimate educational interests in this
information. Also for educational purposes, class lists may
be shared with students in the relevant class. Unless a
specific legal exception exists, they may not be distributed
to other parties without the students’ written consent.

. May | destroy copies of my old grade sheets?

. You may once you know that the original record copy has

been received and processed by the University Registrar's
Office or, as applicable, a School's Registrar’s Office.
However, if you are aware of a pending legal matter, or
an outstanding request for the grade sheets, you should
retain the information until such matters are concluded.
When destroying documents is appropriate, we
recommend shredding.

. Contact Penn’s Office of Audit, Compliance and Privacy at

privacy@pobox.upenn.edu, or call 215-P-COMPLY.

www.upenn.edu/privacy
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